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(54) Electronic monitoring device and monitoring system including same 



(57) An electronic monitoring device to be attached 
to a subject for monitoring, at a remote location, move- 
ment and/or other activities of the subject, includes a 
closure member incorporating an identification tag hav- 
ing a unique identification number stored therein. The 
monitoring device further includes an electronic data 
processor programmed to read and store the identifica- 
tion number of the electronic tag when the closure 



member is applied, and periodically thereafter, to make 
a determination of whether a closure member is cur- 
rently attached to the subject having an identification 
number matching the stored identification number, and 
to transmit to the remote location an identification signal 
corresponding to such determination. 
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Description 

FIELD AND BACKGROUND OF THE INVENTION 

[0001] The present invention relates to electronic 5 
monitoring devices, and particularly to such devices to 
be attached to a person for monitoring the movements 
or other activities of the person. The invention also 
relates to an electronic monitoring system including 
such devices. 

[0002] As pointed out in Patent 5,504,474, incorpo- 
rated herein by reference and assigned to the same 
assignee as the present application, the increasing 
overcrowding of jails and, houses of detention has 
increased the popularity to sentence certain types of 
offenders, particularly non-violent ones, to confinement 
within a pre-designated location, such as the offender's 
place of residence, the residence of a responsible rela- 
tive, or the location of certain rehabilitating institutions. 
For this 'purpose, a number of electronic monitoring 
devices have been developed to be attached to a per- 
son for monitoring the movements or other activities of 
the person. Such electronic monitoring devices typically 
include sensors for sensing tampering with the device or 
removal of the device from the person to whom the 
device was attached, and for producing a corresponding 
tamper signal which is processed by a data processor 
and which is fed, with an identification signal identifying 
the respective device, to a transmitter for transmission 
to an external receiver. The external receiver may be a 
stationary one or a mobile one. Frequently, the receiver 
is a local one located in the immediate area of the con- 
finement and transmits its information to a central sta- 
tion which monitors the activities of many persons 
having electronic monitoring devices attached to them. 
[0003] The above-cited US Patent 5,504,474 cites a 
large number of prior patents, which are also hereby 
incorporated by reference, relating to electronic moni- 
toring devices and electronic monitoring systems of the 
foregoing type. 

[0004] It will be seen that the effectiveness of such an 
electronic monitoring device depends to a great extent 
on the assurance that the device has not been removed 
from the subject or tampered with. The above-cited US 
Patent 5,504,474, and the large number of patents cited 
therein, disclose various types of arrangements for pro- 
viding this assurance. Generally, the known arrange- 
ments include sensors which sense whether the device 
is against the subject's skin as it should be, whether the 
strap attaching the device to the subject's wrist or ankle 
has been cut, and/or whether the closure member, 
which secures the strap ends to the subject's wrist or 
ankle, has been broken. 

[0005] The foregoing sensors are tested periodically 
at relatively short sampling periods, e.g., three seconds 
to assure quick detection of any attempt to tamper with 
the monitoring device. However, particularly where 
longer sampling periods are used, e.g., to save power, it 



I may be possible for a subject to quickly remove the 
monitoring device from the subject's body, and reattach 
it to another body, e.g., a baby, by the use of another 
closure member (e.g., a stolen one), thereby leaving the 
subject free to commit offenses without detection. 
[0006] Also, it is possible that when the subject is out- 
side a monitoring range during a non-monitored period 
(which may be permitted), the subject could remove the 
monitoring device and, using another closure member, 
reattach the monitoring device to himself, or to another, 
before re-entering a monitored area, , and thereby 
escape detection should the subject commit an offense. 

OBJECT AND BRIEF SUMMARY OF THE INVEN- 
TION 

[0007] An object of the present invention is to provide 
an electronic monitoring device having protection 
against the possibility that such a tampering or removal 
of the device will go undetected. 
[0008] According to a broad aspect of the present 
invention, there is provided an electronic monitoring 
device to be attached to a subject for monitoring, at a 
remote location, movements and/or other activities of 
the subject, comprising: a housing attachable to the 
subject, and a closure member to secure the housing to 
the subject; the housing including electronic circuitry for 
receiving, processing, and transmitting to the remote 
location, data regarding the activities of the subject; the 
closure member including an identification tag having a 
unique identification number stored therein; the elec- 
tronic circuitry including a data processor programmed 
to read and store the identification number from the tag 
when the closure member is applied to secure the hous- 
ing to the subject, and periodically thereafter, to read 
the identification number of the closure member in the 
monitoring device attached to the subject, and to make 
a determination of whether a change has occurred 
between the read identification number and the stored 
identification number, and to transmit to the remote 
location an identification signal corresponding to such 
determination. 

[0009] Electronic identification tags having a unique 
identification number coded therein are known guaran- 
teeing that no two identification tags will be alike. Incor- 
porating such an electronic identification tag in the 
closure member provides assurance that if one closure 
member is broken, any attempt to replace it by another 
closure member will be detected since the two closure 
members would be identified by different identification 
numbers in their respective electronic identification 
tags. 

[001 0] According to further features in the described 
preferred embodiment, the housing is attachable to the 
subject by straps to enclose a limb of the subject and 
having ends securable together by the closure member 
according to the size of the limb. The closure member 
includes two parts to be disposed on the opposite sides 
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of the strap ends to be secured together, and the identi- 
fication tag is a solid state electrical device located 
between the parts of the closure member when so 
secured together. 

[001 1 ] According to still further pref rred features, the 5 
identification tag is carried by the inner face of one of 
the parts of the closure member. In addition, the identi- 
fication tag includes electrical connector elements 
brought into electrical communication (e.g., via direct 
contact, induction, etc.) with electrical connector ele- 10 
merits on one of the strap ends when the closure mem- 
ber secures the strap ends together. At least one part of 
the closure member also has connector elements which 
are brought into electrical communication with the con- 
nector elements on one of the strap ends when the do- is 
sure member secures the strap ends together. 
[0012] According to still further features in the 
described preferred embodiment, the data processor is 
programmed to make determinations of whether the 
identification number has been changed, during rela- 20 
tively short sampling periods, e.g., of a few seconds; to 
store the results of the determination; and to transmit 
the results at the end of transmission periods. More par- 
ticularly, in the described preferred embodiment, the 
sampling periods are each 5-seconds, and transmission 25 
periods are: (a) in the order of seconds (e.g., 20-sec- 
onds) if the determination is positive, that.there was a 
change in the identification number; (b) in the order of 
minutes (e.g., 5-minutes) if the determination is nega- 
tive, namely that there was no change in the identrf ica- so 
tion number from the last sample, and a predetermined 
time period (e.g., a week) has not elapsed since the 
time the identif ication number was stored; and (c) in the 
order of an hour if the determination is negative, namely 
that there was no change in the identification number, 35 
and the latter predetermined time period (e.g., a week) 
has elapsed since the time the identification number 
was stored. 

[001 3] It will be appreciated that the forgoing transmis- 
sion periods apply only to the transmission of the iden- 40 
trfcation information, and that the other transmissions, 
e.g. tampering, body proximity, etc., continue at their 
normal intervals, e.g., 20-second intervals. 
[0014] It has been found that such an arrangement 
provides the required notice to the remote location with 45 
the immediacy needed for the particular situation, but 
with a minimum drain of power from the battery supply- 
ing the monitoring device, thereby extending the useful 
life of the battery before recharging or replacing. 
[001 5] Further features and advantages of the i riven- 50 
tion will be apparent from the description below. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] The Invention is herein described, by way of 55 
example only, with reference to the accompanying 
drawings, wherein: 



Fig. 1 illustrates one form of electronic monitoring 
device constructed in accordance with the present 
invention and the monitoring system with which the 
device is used; 

Fig. 2 is a block diagram of the electronic system 
used in the electronic monitoring device of Fig. 1 ; 
and 

Fig. 3 is a flowchart illustrating a preferred opera- 
tion of the microprocessor in the electron monitor- 
ing device of Figs. 1 and 2. 

DESCRIPTION OF A PREFERRED EMBODIMENT 

[0017] Fig. 1 illustrates an electronic monitoring 
device, generally designated 2, to be attached to a per- 
son for monitoring movements and other activities of the 
person. These activities as detected by monitoring 
device 2 are transmitted to a local receiver 3 located in 
the general area of the person being monitored, such as 
the person's home residence. The information received 
by the local receiver 3 is in turn transmitted to a remote 
monitor 4 which monitors the activities of a number of 
persons each equipped with a personal monitoring 
device 2. The transmission from the monitoring device 2 
to the local receiver 3 is by wireless transmission; the 
transmission from local receiver 3 to the remote monitor 
4 may be by wireless transmission or by wires, e.g., via 
the regular telephone or a cellular telephone. 
[001 8] Electronic monitoring device 2 includes a hous- 
ing 10 for housing the electronic circuitry, and a pair of 
straps 11,12 defining a band for attaching the housing 
to a limb, preferably the ankle or wrist of the person to 
be monitored. To enable the monitoring device to be 
used with different size persons, both straps 11 and 12 
are provided with a plurality of pairs of holes 11a, 12a 
along their lengths, cooperable with a closure member 
13 for fixing the effective lengths of the two straps 
according to the size of the person's ankle or wrist. Clo- 
sure member 13 includes two parts 13a, 13b to be dis- 
posed on the opposite sides of the overlapping ends of 
the two straps 11, 12 after the monitoring device has 
been applied to the person. Part 13a includes four pins 

14, and part 13b includes four complementary sockets 

15, such that after the ends of the two straps 11, 12 
have been applied around the person's ankle (or wrist), 
pins 14 of part 13a may be passed through the appro- 
priate aligned holes 11a, 12a, of the overlapping ends of 
the two straps 11,12, and force-fitted into their respec- 
tive sockets 15 of part 13b, to fix the monitoring device 
to the person's ankle (or wrist). 

[0019] The illustrated monitoring device 2 further 
includes a tamper sensor for sensing any tampering 
with the m nitoring devices or its removal from the per- 
son to whom it was attached. The tamper sensor in the 
illustrated monitoring device may be the same as 
described in the above-cited US Patent 5,504,474. 
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Such a sensor includes electrical conductors (not 
shown) extending through the two straps 11,12, electri- 
cal terminals 16 provided in the end of strap 12, and 
electrical pads 17 formed in part 13a engageable by ter- 
minals 16 when the two parts 13a, 13b of the closure 
member 13 are fixed as required to the overlapping 
ends of the two straps. The arrangement is that any cut- 
ting of strap 1 1 or 1 2, or any attempt to separate the two 
parts 13a, 13b from the straps, will result in a break in 
the continuity of the electrical circuit which would be 
sensed by the electrical circuitry within housing 10. 
[0020] Further details of the construction of the 
tamper sensor, the straps 11, 12, and of the two-part 
closure member 13, are set forth in the above-cited US 
Patent 5,504,474, whose contents are incorporated by 
reference. 

[0021] According to the present invention, an elec- 
tronic identification tag, generally designated 20 in Fig. 
1, is provided between the two parts 13a, 13b, of the 
closure member 13, before the two parts are attached 
together with the ends of the straps 1 1 , 12, in between. 
The electronic identification tag 20 may be inserted 
between the two parts 13a, 13b before they are 
attached together, but preferably is included in one of 
the parts, in this case on its inner face of part 1 3a before 
the two parts are attached together with the ends of the 
straps in between. 

[0022] Electronic identification tag 20 is a solid-state 
semi-conductor chip having a unique identification code 
therein. It includes electrical connector terminals, 
shown at 21 and 22, which are brought into electrical 
contact with the electrical connector elements 16. 17, 
n the step end and closure member part 13a, respec- 
tively, enabling the unique identification code therein to 
be read by the electronic circuitry within housing 10. 
[0023] A preferred electronic identification device that 
may be used is Silicon Serial No. DS2401 supplied by 
Dallas Semiconductor Corporation. This device is a fac- 
tory-lasered, 64-bit ROM that includes a unique 48-brt 
serial number, an 8-bit CRC (Cyclic Redundancy 
Check), and an 8-bit family code (01h); data is trans- 
ferred serially via a 1-wire protocol which requires only 
a single data lead and a ground return, 
[0024] The electronic circuitry within housing 10 
includes an electronic data microprocessor 30 and a 
transmitter 31, as shown in Fig. 2, for receiving, 
processing and transmitting, via antenna 32, data 
regarding the movements and other activities of the 
subject to which the monitoring device 10 is attached. 
As shown in Fig. 1 , this data is transmitted in a wireless 
manner first to the local receiver 3 located in the general 
area of the subject being monitored, and the local 
receiver in turn transmits this data, by wireless or wired 
transmission, to the remote monitor 4 serving as a cen- 
tral station for monitoring the activities of many subjects. 
[0025] Thus, as shown in Fig. 2, the inputs to the 
microprocessor 30 includes an open-closure sensor 33 
to detect the opening or breakag of closure member 1 3 



(or the cutting of the straps 11,12), and a body (proxim- 
ity) sensor 34 to detect removal of the monitoring device 
from against the subject's skin, as described for exam- 
ple in the above-cited US Patent 5,504,474. Fig. 2 also 
5 illustrates the battery power supply 35 for powering the 
electronic circuitry. 

[0026] Fig. 2 further illustrates the electronic identifi- 
cation tag 20 whose unique identification number stored 
therein is also inputted into the microprocessor 30. This 

io identification number is read into the microprocessor 
when the closure member is applied to secure the ends 
of the straps 11, 12 to the subject, and is stored in its 
memory 36. Periodically thereafter, microprocessor 30 
reads the identification number of the closure member 

15 attached to it compares the so-read identification 
number with that stored in memory 36, makes a deter- 
mination whether a change has occurred between the 
read identification number and the stored one, and 
transmits an identification signal corresponding to such 

20 determination. 

[0027] Fig. 3 illustrates a flowchart of a preferred algo- 
rithm for operating the microprocessor 30 in order to 
provide notice to the remote location of an attempt to 
remove the monitoring device from a subject, or a 

25 change in the identification number of the closure mem- 
ber used in the monitoring device, with reasonable 
immediacy and with a minimum drain on the battery 
power supply 35. For this purpose, the identification 
information transmitting period during the first week of 

30 use of the monitoring device is somewhat different from 
subsequent periods. 

[0028] Thus, as shown in Fig. 3, a check is made, via 
open-closure sensor 33, whether the closure member is 
applied (block 40). Such checks could be made every 3- 

35 seconds, for example, stored, and transmitted at trans- 
mission intervals of 20-seconds. If a closure member is 
not detected, the next transmission (e.g., 20-seconds 
later) would indicate this (block 41). If a closure member 
is detected, the identification number stored in its elec- 

40 tronic tag 20 is merely read by the microprocessor 30 
and stored in its memory 36. 
[0029] During every sampling period (e.g., 3-seconds) 
thereafter, the identification of the current closure mem- 
ber is read and compared with the stored identification 

45 number (block 43). A determination is made as to 
whether the current identification number was changed 
during the last transmission (block 44). If yes, the next 
20-second transmission will include the facts (1) that a 
closure member was present, (2), that the closure menrv 

50 ber was changed during the preceding week, and (3) 
the identification of the current closure member (block 
45). 

[0030] However if the check in clock 44 is "no", then a 
check is made whether the identification number was 
55 changed during the last week. If "yes", the data of block 
45 is sent once every 5 minutes (block 47). 
[0031] Whenever it is determined that the current 
identification number was not changed within the last 
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week, (i.e., starting with the beginning of the second 
week and continuously thereafter until a new identifica- 
tion number is stored by applying the monitoring device 
to a different subject), the frequency of transmission of 
the identification information will be changed from 5 
minutes to one hour (block 48), and the transmission will 
include the information of block 49. 
[0032] When there was no change from the last trans- 
mission and there is no need to send identification infor- 
mation per blocks 47 and 48, the next transmission 
includes only the fact that a closure member was 
present (block 50). 

[0033] As indicated above, such an arrangement has 
been found to provide immediate notice of any 
attempted change, but was a minimum drain of power 
from the battery to provide a relatively long useful life 
before recharging or replacing is required. 
[0034] While the invention has been described with 
respect to one preferred embodiment, it will be appreci- 
ated that this is set forth merely for purposes of exam- 
ple, and that many variations and other applications of 
the invention may be made. For example, the identifica- 
tion number tag could be other than electronic, e.g., 
optical, and fed to the data processor optically, by induc- 
tion, etc. In addition! the monitoring device may be used 
for monitoring movements other than those under 
house arrest, e.g., movements of medical patients, chil- 
dren in shopping centers, animals, etc. Further, the 
identification number tag could be concealed and/or 
applied to e.g., the strap itself; and the monitoring 
device could be applied to parts of a subject other than 
the limbs, e.g., around the neck or attached to subject's 
clothing. Many other variations, modifications and appli- 
cations of the invention will be apparent. 

Claims 

1 . An electronic monitoring device to be attached to a 
subject for monitoring, at a remote location, move- 
ments and/or other activities of the subject, com- 
prising: 

a housing attachable to the subject, and a clo- 
sure member to secure the housing to the sub- 
ject; 

said housing including electronic circuitry for 
receiving, processing, and transmitting to said 
remote location, data regarding the activities of 
the subject; 

said closure member including an identification 
tag having a unique identification number 
stored therein; 

said electronic circuitry including a data proc- 
essor programmed to read and store said iden- 
tification number from the tag when the closure 



member is applied to secure the housing to the 
subject, and periodically thereafter, to read the 
identification number of the closure member in 
the monitoring device attached to the subject, 

5 and to make a determination of whether a 

change has occurred between the read identifi- 
cation number and the stored identification 
number, and to transmit to said remote location 
an identification signal corresponding to such 

w determination. 

2. The electronic monitoring device according to 
Claim 1, wherein said housing is attachable to the 
subject by straps to enclose a limb of the subject 

is and having ends securabte together by said closure 
member according to the size of the limb; and 
wherein said closure member includes parts to be 
disposed on the opposite sides of the strap ends to 
be secured together, said identification tag being a 

20 solid state electrical device located between said 
parts of the closure member when secured 
together on opposite sides of the strap ends. 

3. An electrical monitoring device to be attached to a 
25 subject for monitoring, at a remote location, move- 
ments and/or other activities of the subject, com- 
prising: 

a housing attachable to the subject by another 
30 member; 

said housing including an electrical data proc- 
essor and a transmitter for receiving, process- 
ing, and transmitting to said remote location, 
35 data regarding the activities of the subject; 

said another member including an electronic 
identification tag having a unique identification 
number stored therein; 

40 

said data processor being programmed to read 
and store said identification number from the 
tag whenever said another member is applied 
to the device to attach same to the subject, and 

45 periodically thereafter to read the identification 

number of said another member in the monitor- 
ing device attached to the subject, and to make 
a determination of whether a change has 
occurred between the read identification 

so number of the monitoring device attached to 

the subject, and the stored identification 
number, and to transmit an identification signal 
corresponding to such determination. 

55 4. The electronic monitoring device according to 
Claim 3, wherein said another member is a closure 
member including parts to be secured together 
when attaching the device to the subject, and 
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.wherein said electronic identification tag is a solid- 
state electrical device located between said two 
parts of the closure member when secured 
together 

5 

5. The el ctronic monitoring device according to any 
of Claims 2 and 4, wherein said identification tag is 
carried by the inner face of one of said parts of the 
closure member. 

10 

6. The electronic monitoring device according to 
Claim 5, wherein said housing is secured to the 
subject by a pair of straps having ends secured 
together by the closure member when the device is 
attached to the subject said electronic identification » 15 
tag being secured between said securing member 
and ;the strap ends when the two parts of the clo- 
sure member are secured together and to the strap 
ends. 

20 

7. The electronic monitoring device according to any 
of Claims 2 and 6, wherein said electronic identifi- 
cation tag includes electrical connector elements 
brought into electrical contact with electrical con- 
nector elements on one of the strap ends when 2s 
secured thereto between the two parts of the clo- 
sure member. 

8. The electronic monitoring device according to 
Claim 7, wherein at least one part of the closure 30 
member also includes connector elements which 
are brought into electrical communication with 
either the connector elements on one of the strap 
ends when the closure member secures the strap 
ends together, or with the connector elements on 35 
the electronic identification tag when securing the 
strap ends together. 

9. The electronic monitoring device according to 
Claim 8. wherein said connector elements on said 40 
one part of the closure member are electrically con- 
nected together by a conductive pathway either to 
the electrical connector elements of the straps end, 
which conductive pathway is interrupted by the 
removal of the closure member, thereby enabling 45 
the electronic data processor to sense such 
removal, or which is interruptible by the removal of 
the closure member to thereby enable the elec- 
tronic data processor to sense such removal. 

50 

10. The electronic monitoring device according to any 
of Claims 1 and 3. wherein said device further 
includes an open-closure sensor which feeds an 
open-closure signal to the data processor indicating 
whether the closure member is open or closed. 55 

11. The electronic monitoring device according to 
Claim 1, wherein said device further includes a 



body sensor which feeds a body-sensor signal to - 
the data processor indicating whether said housing 
is adjacent to the subject's skin. 

12. The electronic monitoring device according to any 
of Claims 1 r 3, wherein said data processor is 
programmed: 

to make said determination during relatively 
short sampling periods of a few seconds; 
to store the results of said determination; 
and to transmit said results at the end of trans- 
mission periods of larger duration than said 
sampling periods. 

13. The electronic monitoring device according to 
Claim 12, wherein said transmission periods are: 

in the order to tens of seconds, if the determi- 
nation is positive, that there was a change in 
the identification number; 
in the order of minutes, if the determination is 
negative, namely that there was no change in 
the identification number and a predetermined 
time period has not elapsed since the time the 
identification number was stored; and 
in the order of an hour, if the determination is 
negative, namely that there was no change in 
the identification number, and said latter prede- 
termined time period has elapsed since the 
time the identification number was stored. 
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